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1 Lanny L Newville (2001), ‘Cyber Crime and the Courts - Investigating and Supervising the Information Age
Offender’, 65(2) Federal Probation 11.
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Libid13.

2ibid 12.

3 (18 U.S.C. §1030).

4 Perry E Wallace, Richard J Schroth and Wiliam H Delone (2015), ‘The Changing Faces of Cybersecurity
Governance Cybersecurity Regulation and Private Litigation Involving Corporations and Their Directors and
Officers: A Legal Perspective’,
<https://www.american.edu/kogod/research/cybergov/upload/cybersecurity-review-2015.pdf>.

5 Russell Smith, Peter Grabosky and Gregor Urbas (2004), ‘Cyber Criminals on Trial’, (Cambridge University
Press) 285-290.

6 Tad Simons,(2018), ‘Is It Time for a Court Dedicated to Cybercrime?’, Thomson Reuters Legal Executive
Institute, <https://www.legalexecutiveinstitute.com/justice-ecosystem-cybercrime-court/#>.
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! Dr. Khalid Mamdouh (2021), ‘The Criminal Digital Evidence and its Proving Authority’, Dar Elfikr Elgamey,
Alexandria, Egypt, ISBN 978-977-379-603-7, 199.

2 Investigatory Powers Act 2016 c.25, pt 5.

¥ Gemma Davies (2020), ‘Shining a Light on Policing of the Dark Web: An Analysis of UK Investigatory Powers’
84(5) The Journal of Criminal Law 407,

<https://journals.sagepub.com/doi/full/10.1177/0022018320952557>

4 ibid 5.

5 ibid 24.

6 Law No 175/2018, ibid pt 1 art 4.

7 The Expert Group to Conduct a Comprehensive Study on Cybercrime (2019), ‘Report on the meeting of the
Expert Group to Conduct a Comprehensive Study on Cybercrime held in Vienna from 27 to 29 March 2019,
CCPCJ/EG.4, <https://undocs.org/UNODC/CCPCJ/EG.4/2019/2>.

(n 39) pt 2 sec A (c,d).
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1 No 175/2018 pt 2 art 6.

2 No. 18-2708 (3d Cir. Oct. 11, 2019).

3 Communications Decency Act (1996), 47 U.S.C. § 230.

4 Murphy v. Twitter, Inc., ibid p 17.

518 U.S.C. § 249.

6319 F. Supp. 3d 406 (D.D.C. 2018).

" Russell Smith, Peter Grabosky and Gregor Urbas (2004), ibid.
8 Appellate Case No. 28337 (Ohio Ct. App. 2020).

918 U.S. Code § 2511.

10 Dr. Khalid Mamdouh (2021), ibid 175.
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1Law No 175/2018, ibid.

2262 So. 3d 1135 (Miss. Ct. App. 2018).
%900 F.3d 636 (5th Cir. 2018).

4 CR-18-0886.

5 US Constitution Art 3, Sec 2, Clause 1.
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1887 F.3d 803 (7th Cir. 2018).

2 Civil Action No. 20-10551-PBS (D. Mass. Nov. 5, 2020)
3 No. 18-56256 (9th Cir. Dec. 2, 2020).

418 U.S.C. ch. 37, Pub.L. 65-24, 40 Stat. 217.

528 U.S.C. § 1602.

6 Case No.: 2:18-cv-01060-RDP (N.D. Ala. June 5, 2020).
7408 F. Supp. 3d 717 (E.D.N.C. 2019).

8 No. 1:18-CV-49 TS-BCW (D. Utah Aug. 15, 2018).
9[2019] EWHC 2099 (QB).

1012019] EWHC 954 (Ch).

11 Data Protection Act 2018, 2018 c. 12.
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153 Cal.App.5th 431 (Cal. Ct. App. 2020).
215 U.S.C. 8§ 8401-8405.

31998 No. 3132 (L. 17).

4[2021] EWHC 217 (QB)

5[2021] EWHC 409 (Ch)

6 [2020] EWHC 2868 (Ch)

71988 c. 48.

8 [2019] EWHC 3556 (Comm).

°[2021] EWHC 81 (Ch).

10 Chiara Zilioli (2020), ‘Crypto-assets: Legal Characterisation and Challenges under Private Law’, 45(2) European
Law Review 251.
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